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Internet Security Standards

How safe is it to send your credit card number over the

Internet to make purchases?

By Michele Rosen
he Internet phenomenon may have
happeaed quickiy. but it's taking
quite a bit longer for electroniz
commerce [0 take hold, Al-
though surveys ndicave that almost a
quarier of Internet users have made
purchases by sending their credit
card numbers aver the [ntemnet, the
s0mes sarveys shoee that many mons
peoople still believe that doing sucha
thirg is just plain foolish. Although
federal law limitd consumer credit card
lzabiliey o $50, it's disconceriing to think
of some hacker going on a shopping spree
with your credal card,

Wiether or not the fear i irrational, itis
certainly understandable. Many also accuse
the Internct of being diffieuli (o pavigate, but
the eopecpis behind hypertext are child's play
compared with the technology needed 1o pro-
tect data from paving cyes Sowhat really hap-
peons when you type in that 16-digit number
and press Submir? How do Microsofts and
Metscape's browsers stand betwesn one
senspulous hackers and your credit card? The
shor answer 1§ encrypon. But of eousse, as
alwayi with technology, ity mech mere come
plicated than that

EXCATPTIGN BASICS
You may remember sending ooles 1o your
friends im which vou replaced
each letier of the alphabet by ihe mumber rep-
rescating its postion (A was 1, Bwa L and so
o). You didet know it then, but yoo were en-
cryplng your message, The key 1o interpret.
ing the message was 10 know what the siem-
bers repressnted. In eryptography jasgon, the
key i the' namber that, when plugped inloran
equation or algorithm, allows vou to encrypt
and decrypl data.

Usnless you're & mathematician, hawever,
thats where the emplicty ends. Scrambling
data to make it incomprehensibhbe & difficalt
encugh. Doing this in a way that permits re-
turning the dats toi1s ofgnal form requires
complicated al gosithms that employ essterc
machemarhsl equations,

There ase two broad exegorics of eoeryp-
tion algorithms—privade-key and publie-key
I private-key encrypiion, wers accompleh
both encrypion and decrypion with the same

y |

kev. For data that remains inooe lecaton, this
iBsnota p'rvn'b-]-r:n'r. A difbauity amses, however,
when data needs to be transmitted. If [ want
10 send yow n secure messape, [ use my privale
key to encrypt il Then [seod i toyou Now
you have the eacrypied message. But Inesd a
segure way 1o send vou the key

Cryplographers Wikitfeld Diffie and Mar-
um Helbman progosed a solution to this prob-
lem i 1976 when they invenled poblic-key
ervplography. Thetr solution i deceptively
umple: Use rwo different but related keys to
encrypt and decrypd thedats The encryption
key i called the public key. Since the key wsed
£ cherypl the data cannot be used for decryp-
tion, thers sno risk of its being discovered by
wrmeripialous ndividiaale Dhesrpeng the dais
requites the privare key—shich, thanks o the
exivience of the public key, can be marntained
in a secure bocation. [F 1 want you to send me
an encrypled message, | send you oy public
key, which youo use o enerypt the mestage,
When I receive the encrypied mczzape, Tuse
my privaie key—which bas never left the (rel-
ative ) sequzity of my computer——to decrypl i,
Problem selved!

As abweays, there isa catch, Public-key oy
tography algorithms can take | 000 tmes 23
kong as private-key algonithms 1o encrypl or
deerypt data. Publc-key coyplography also
requires kevs up to 10 times a8 lang at thee
for prvale-key ervprography to provids an
equal level of secuarity,

For thess reasons, the secunity p'rl:ll.-u-c-ul.l
used by both Missodofts and Metscape's
browsers 1ake advantage of the benefits of
both publics and private-key cryplographic

mithads, while :.1'|.1||.1|.113: the dissdvantages
TI'.-: msoat wadely msed security prodocod s
Seoure Sockets Layer (5500 It b been

r.m:lud-:d in Mavigator since the first version
and in Intemet Explorer since Yersion 3.0, In
1905 Microsaft proposcd another pratecal,
called Private Communications Technalogy
(PCT), which was also incloded o 1E 30, And
i May, the Internet Enginesrisg Task Foce
(TETF)}—ihe organization that codifies
Intermet starlandi—tbe gan soemide g
a new protoool based on 550, called
Transport Layer Secunty (TLS).
Since all three are sienilar, we T Hlus-
trate how S50 works step by slep
and then explain how PCT and TLS
differ from it so that vou can make
a more imfermed judgmest about
the secunly vour browser providet.

SECURE BOCKETS LAYER

In ."'ﬂ:l'l.':gnln'rlﬂ'.lnd &0 the bowerlefn ent-
per of the screen is reserved [or a secanty
icom—a chain in the earlier version and apacd-
brck tn the current one. Whea the beoken
chain becomes whaols or the padlock doses,
¥ know you bave entered 3 soqire iemon
with Uhe sorver You &re CORLICHRE.

YWhen the browser firsi connects 1:4: a
secure Wehb Page, the server sends a “Bella
fegies” medage. To lnitiate (e secure pes-
sion, the browser must respond with a mes-
sage called a “client hella,™ and the werver
miust answer thatwith a “server hello.™ Dar-
inp this initial phase, the browser and server
are communicating sccunly information
using the kandshake protocel, the first part
of 551, The claznt “hella”™ mesage contams a
number, called a sexsion fO, that umgquely
identifies this sedsion berwees the browsser
ard the server. The message ako tells the
server which cryptographic algorithms, SSL
version, ‘and compression methods the
browser supports, Finally, it includes a ran-
dom number generated by the browser. The
server “bello™ message responds with the
compression method and sparyption algo-
rithm it has selected from the choices pro-
vided by the browser, the appeopriate S5L
version, 1 different random number) and an
aceeptable session [D number.

At this stape the client and server can ex-
change digital certificates, which venfy that
thie fwo partes are wha they 2ay thevare. The
server's certificate can also inchude a peblic
key appropriats 1o the public-key encryplsan
algorithm selected during the kanduhake pro-
tocal, This key will be wsed onlv for a shart
time, kowever; the actizal Eransaction (fead:
ercdit card tnformation) will be eacrypaed
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